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Pa6ouas mporpamma aucuurinHbel «CeTH M TeJJeKOMMYHHKAIUM» JUIsl 00yYaroluXcs 1o
HanpasieHuto noAaroroBku 09.03.04 Ilporpammuas wumxenepust (IIpoduis: Ilporpammuas
WH)XXEHepusl), cocTaBlieHa Ha ocHOBaHWUU DenepasbHOr0 rocyAapcTBEHHOro 00pa3oBaTEILHOTO
CTaHJapTa BbICIIEr0 OOpa3oBaHUS — OakamaBpuaT 10 HampasieHuio noarotoBku 09.03.04
[IporpaMMHasi WHXEHEpUs, YTBEPKICHHOTO MpHKa3oM MuHUCTepcTBA 00pa3oBaHUS U HAYKH
Poccwuiickoit @enepanun ot 19 centsops 2017 . Ne 920 (¢ uzm. u gomn.), [lopsaka opranu3anuu u
OCYIIECTBIICHUSI 00pa30BaTENbHON JEATENILHOCTH 1O 00pa30BaTeIbHBIM IMPOTrpaMMaM BBICIIETO
oOpa3oBaHusi — TporpaMMaMm OakajlaBpuara, NporpaMMaM CHEIHAJIUTETa, MpPOrpaMMam
MarucTpaTrypbl, YTBEP>KICHHOIO TpHKa3oM MHUHHCTEPCTBA HAyKH W BBICHIET0 00pa3oBaHUS
Poccuiickoit @enepanuu ot 06 anpenst 2021 r. Ne 245 (c u3M. u J01.), B COOTBETCTBUU C YUYCOHBIM
1aHoM, yTBepkaeHHbIM YueHbIM coBeToM PI'BOY BO «/lonl'Y» mist Habopa 2025 rona.

PazpaboTtumk:

JOTICHT KadeIpbl IPUKIIATHON MEXaHUKH

Y KOMIIBIOTEPHBIX TEXHOJIOTH,

KaHauaat (pus.-Mar. HayK, JOIEHT H.H. Hlenun

PaGowas mporpamma ono0peHa Ha 3aceqaHuM Kadeapbl NPUKIAJAHOM MEXaHUKH U
KOMITBIOTEPHBIX TEXHOJIOTHIA
[Tporokon ot 03.04.2025 . Ne 11 (A)

3aBenyronuii kKageapoit A.C. T'onbrieB
COT'JTIACOBAHO:
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16.04.2025 r.

Y4eOHOo-MeTondecKass KoMUCCHs (haKyJIbTeTa MaTeMaTHKH U MHPOPMAIIMOHHBIX TEXHOJIOTHH.
ITporoxoi ot 16.04.2025 r. Ne 3.
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1. MECTO JUCHHUIUIMHBI B CTPYKTYPE OBPA30BATEJIBHOM ITPOI'PAMMEI

1.1 TpeGoBaHus K THpeaBAPUTEILHOW MOATOTOBKE OOYYAIOMIMXCS, MPEALIECTBYIOIINE U
COITYTCTBYIOIINE JUCIMUILTUHBI, HA KOTOPBIX OCHOBBIBACTCS M3yUEHUE TaHHOM:

IMCUUIUIMHBL ~ TporpamMmbl  OakanmaBpuara:  Wudpopmatnka u  MH(OPMAIMOHHO-
KOMMYHHUKAITMOHHBIC TEXHOJOTuH, Apxutekrypa OBM, DBM u mnepudepuiiHbie yCTpOKUCTBa,
OcHOBBI IPOrpaMMUPOBaHUA.

1.2 JlucuuiuivHbl, KypcoBble padOThl M MPAKTUKU, IS KOTOPHIX OCBOEHHE JIaHHOMN
JUCIUTUTMHBI HE0OX0AUMO KaK MPeIIeCTBYOIIEE:
ba3sl nannsix, WEB-nporpammupoBanue, AnmnapaTHbele CpelcTBa JOKaJIbHBIX ceTed, MeToasl u
CpeACTBa MPOEKTHUPOBAHMUSA aBTOMATHU3MPOBAHHBIX cUCTeM, [IpoekTrpoBaHue HWHPOPMALMOHHBIX
cuctem, [IponsBoicTBEHHAs MPAKTHUKA: MPEAAUIITIOMHAs TPaKTHKa (00s3aTeNnbHAs).

2. OIIMCAHUE JUCHUIUINHBI

2.1. OOu1as xapakTepucTUKa

HaumeHnoBanue mokasaresst 3HaueHue nmokaszarens
HasBanue oO6pazoBaTenbHON IpOrpaMMBbl 09.03.04 ITporpaMMHasi HHKEHEPHS
(ITpoduie: [IporpaMMHast HH)KCHEPHS )
[Iucdp m Ha3BaHUE B COOTBETCTBHH C b1.B.OJ] Cetu u TenekoOMMyHUKaIIUU
y4eOHBIM IIJIAHOM
Yacth 00pa3oBaTeIbHON MPOTPaMMBI be3abTepHAaTHBHBIE TUCITUATIINHBI
KonnuecTBo 3a4eTHBIX eqUHHALL / BCEr0 4acoB 45/ 162

B ciyuae npenbsiBieHus ot 00y4aronierocsi Wik €ro poauTeNs (3aKOHHOTO MPEICTABUTEIIs)
3asBJieHUs Ha oOOydeHHe T0 aJanTUPOBAaHHOW 00pa3oBaTeNbHONW MpOrpaMMe  BBICIIETO
00pa3zoBaHus, TMOIKPEIUICHHOTO 3aKIIOUYEHHEM TICHUXOJOT0-MEANKO-TIEAarornueckoi KOMHUCCHH
(IIMITIK) wnmu wmeauko-comuanbHoi skcrepTu3sl (MCD) ¢ pekOMEHIAIUsIMU  CO3JaHUS
WHIUBUTyTbHOU MporpaMMbl peadbrmutanuu u abuutanuu (UTTPA), nannas pabouast mporpamma
MOJKET OBITh aIaliTUPOBaHA C YYETOM HMHAUBHIYATbHBIX OCOOCHHOCTEH 3/10pOBbS 00YYaIOIIErOCs.

2.2. Pacnpenenenue 4acoB 1o nepuoaam o0yueHHs

a, OO6111ee KOJIMYECTBO YaCcOB
I
dopma 21 2 camMocCTos-
P e g | nexkumu- | mabopa- | KontposbHbie - dopma
00y4eHus 2 3 TEJILHOW | BCEro
8 | OHHBIX | TOPHBIX paboThI KOHTPOJIS
paboThI
OvuHas 3 6 30 30 102 162 JK3aMeH

3. 1IEJIW AUCLUTUIMHBI

O6ecnevnTh CTYJEHTOB MPOYHOM OCHOBOW (PyHIaMEHTaIbHBIX KOHIETIIHA KOMIThIOTEPHBIX
ceTel, BKJII0Yasi CETEBYIO apXUTEKTYpY, IPOTOKOJBI U TEXHOJIOTUU. DTO BKIIOYAET B ceOsl 3HAHHE
mogeneii OSI (Open Systems Interconnection) u TCP/IP (Transmission Control Protocol/Internet
Protocol).

OOyudeHne NPOCKTHPOBAHUIO M pealu3aluu ceTeil: HayduTb CTyIeHTOB NMpPOEKTHPOBATH,
BHCAPATL W YIPABIIATH KOMIIBIOTCPHBIMU CETSAMMU. OTO BKIIOYAeT B ceOs IMOHUMAaHHE CETEBBLIX
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TONOJIOTHI, MPOTOKOJIOB MapUIpyTH3allM{, TEXHOJOTMH KOMMYTalMM W HPHUHLMIIOB CETEBOMU
6e3onmacHocT. IloguepkHyTh Ba)KHOCTh CETEBOW OE30MAaCHOCTH M IO3HAKOMUThH CTYIEHTOB C
Pa3IMYHBIME MEXaHW3MaMHU 3aIIUThI, TAKUMH KaK OpaHaMayspsl, K(poBaHue, ayTEHTU(PHUKAIMS U
cUCTeMbl OOHApYKEHHs/TIPEAOTBPALLEHUS BTOPKEHHH.

N3yyeHne  TENEKOMMYHMKAIMOHHBIX  cucteM:  O3HakOoMJEHHME  CTYAEHTOB  C
TEJIEKOMMYHUKAI[MOHHBIMU CUCTEMaMH, BKJIIOYas TPAAMLUOHHYIO Tele(oHHIo, repenady rojaoca
no IP (VoIP), TexHonmoruu MOOMIIBHOM CBSA3H.

4. KOMIIETEHIHMN OBVYAIOIIET'OCA, ®OPMUPYEMLIE B PE3VIJIBTATE

OCBOEHMS KOMIIOHEHTA OBPA30BATEJIbHOI ITPOI'PAMMBI, X UHAVKATOPEI 1
IINIAHUPYEMBIE PE3VJIbTATBI ObYUYEHUA

4.1. KommereHuu

Komnerenuun HNupukatopbl Pe3yabTaThbl 00yueHus1
OIIK-3. Cnocoben pemats | OIIK-3.1. OIIK-3.1.1.31aTb: coBpeMeHHbIE
CTaHJAPTHBIC 331491 VYMeTh: BBINOIHATH CTaHAapPThl HHPOPMAIIMOHHOTO
npodeccruoHaNbHON napaMeTpUIecKyIo B3aHMO/ICHCTBHUS CHCTEM
JeSITeTHHOCTH Ha OCHOBE HACTPOUKY
UH()OPMAIIMOHHON U UH()OPMAIIMOHHBIX U OTIK-3.1.2. Ymeer nacTpouTs
oubmmorpaduueckon ABTOMATH3MPOBAHHBIX 6a30B0€ KOMMYHHKALHOHHOE
KyJBTYPBI C IPUMEHEHUEM | CHUCTEM 0GopyI0BaHHe.
MH(OPMaLMOHHO-

KOMMYHUKAIIHOHHBIX

TEXHOJIOTHH U C YIETOM OIIK-3.1.3. Braneer
OCHOBHBIX TpeGOBaHMil OCHOBHBIMHU METO/IaMH OIIEHKH
MH(DOPMALMOHHO KayecTBa 00CITy>KUBaHHUSL.
0€301acHOCTH

OIIK-5. Cniocoben OIIK-5.1. OIIK-5.1.1. 3Haet ocHOBBI
MHCTAJUTUPOBATh Brnaners: HaBbIKaMu CHCTEMHOT'0 a/IMUHUCTPUPOBAHHSI
pOrpaMMHOE U WHCTAJUTSIIUH TPOTPAMMHOTO

anmapaTHoe oOecliedeHre | M ammnapaTHOTO 00eCIeYeHUs

JUIsl ’H(OPMALIMOHHBIX U MH(OPMALIMOHHBIX U OIIK-5.1.2. 3uaet ocHOBBI
ABTOMATU3UPOBAHHBIX ABTOMAaTU3UPOBAHHBIX CETEeBOro a[MHHUCTPUPOBAHHSI
cHCTEM CHCTEM

OIIK-5.1.3. 3naer coBpeMeHHBIE
CTaHAAPThI HHPOPMAIOHHOTO
B3aUMO/IEHCTBUS CUCTEM

6. CTPYKTYPA U COAEPXXAHME JUCLHUITJIMHBI

6.1. ®opma oOydeHuUs1 — ouHas1, Kypc — 3, cemecTp — 6



KoaunuecTBO 4acosB

Ounas ¢opma o0yueHus

3aounas ¢popma

00y4eHust
B T.4. B T.U.
3 3
Hasanus pasznenos u tem o | ol E o o | Z
O o | W 2] o xR
= £ &|E ¢ =| E| 2|5¢
5 | E|E|&|eg BB E| &g
o v | & 8|88 o @) o | s |88
m HIE|RlOa A | R | F|HB|L .
Tema 1. BeeneHue B KOMMYTHPYEMBIE
ot TPy 125 | 2 2|85
Tema 2. OcHOBHBIE KOHIEHIIUH U OCHOBBI 8,5
KOMMYTalIHH. 12,5 2 2
Tema 3. B .
ema UpTyalbHbIE JIOKAJIbHBIE CETH 165 | 4 4|85
Tema 4. Konuenuus MapuipyTH3aLuu. 12,5 5 2 |85
Tema 5. Mapuipytuzanus mexay VLAN. 165 4 4|85
Tema 6. ITpunuumner STP 165 | 4 4|85
Tema 7. EtherChannel 125 | 2 2 |85
Tema 8. Criucku KOHTPOJISA JOCTYIA
(ACL). 12,5 2 2|85
Tema 9. TIpeoOpazoBaHUe CETEBBIX
aapecos IPv4. 12,5 2 2|85
Tema 10. IlpuHIMIBI MapIIpyTH3aLUN 125 5 2 |85
Tema 11. CraTnueckasi MapIipyTH3aLus 12,5 5 2 |85
Tema 12. TTpuHIUTIBEI OOECTICUCHIS
0€30MacHOCTH CETU 12,5 2 2|85
HNTOI'O 3A CEMECTP 162 | 30 30| 102
NTOI'O I10 KOMIIOHEHTY OIIOIT 162 | 30 30| 102

6.3. ConeprkaHue TUCIUTUTHHBI

IHopsiakoBbI HOMeP
H TeMa

Kpartkoe conep:kanue TeMbl

CooeporcamenvHolii. M0OY1b
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OCHOBBI KOMMYTAIIMH M MAPIIPYTH3AIHH

Tema 1. BBenenue B kommyTupyemsble cetu. OObeJMHEHHBIE CETH.

BBenenue B Kommytupyemsie cetu. [lepecbuika kanpos. KoMMyTalioHHbIE JOMEHBI.
KOMMYTHUPYEMbIE

CETH.

Tema 2. OCHOBHBIE KOHUENUMHM W OCHOBBI KOMMyTaluu. ba3oBas HacTpoiika
OcHoBHbIE KOMMYTaTOpoB. bezonacHOCTh KOMMyTaTopa: ypaBieHHE U UCTIOTHEHHE.
KOHIICTILIMK U OCHOBBI

KOMMYTAalIUH.

Tema 3. Buptyansasie snokanbable ceth VLAN. CermeHranus BUPTYaJbHBIX
Buptyanbabie JOKAJIIbHBIX  ceTeid. Peanmzanusi BUpPTyadbHOM  JIOKAJbHOW  CETH.

JJOKAJIBHBIC CCTH.

ITpoekTupoBanue u obecreueHue 6ezonacHoct VLAN.

Tema 4.
Konuennus
MapIIpyTHU3ALNH.

Konnenuus mapuipytusanuu. HavaibHas ycTaHOBKAa MapuipyTH3aTopa.
Oyukuuu  Mapipytuzatopa. OCHOBHBIE IMapaMETpPhl MaplIpyTH3ATOPA.
IIpoBepka CBSI3HOCTH ceTel ¢ MNOpAMBIM NOJAKIIOYeHHEM. PerieHus
MapumpyTuzauuu. Kommyrtanus naketroB Mexay ceTsamu. OnpezneneHue
nytd. Onepauuyu MapupyTU3aTopoB. AHanu3 TaOIMIBl MapLIPyTU3ALUU.
MapupyTel ¢ npsmMbIM HoAkIodeHHeM. CTaTuueckas MapLIpyTH3aLus.
[IpOTOKOJIBI TMHAMUYECKOW MAPLIPYTU3ALIMH.

Tema 5.
MapupyTtuzanus
mexay VLAN.

Mapmpytuzanus mexay VLAN. Hactpoiika mapmipyTuzanuu Mexay
VLAN. Ilouck u ycrpanenue Henonaaok mapupyrusanuu Mexay VLAN.
[TpoGnembr Mapumipytuzanuu Mexay VLAN. Kommyranus 3-ro ypoBHS.
Hactpoiika u pabota xomMmyTauuu Ha 3-M ypoBHe. Ilouck u ycrpaHeHue
HEMOoJIaJOK KOMMYTAalMK 3-Ir0 YPOBHS.

Tema 6. [TpyuHIUIBI
STP

KommyTtupyemsie cetu ypoBHS 2 ¢ pe3epBHbIMU pecypcamu. Ha3sHaueHue
npotokoaa STP. [puniune! padorer STP. DBomonms STP.

Tema 7. TexHomorust arperanyy KaHajoB, MO3BOJISIONIAS CO37aBaTh H30BITOYHBIC
EtherChannel CBSI3U MEXY YCTPOHCTBAMHM, KOTOpBIE HE OyayT O6J0KkupoBaThest STP.
Tema 8. Crucku koHTpoissi nocryna (ACL). IMpunnun padorer ACL-criuckoB 1mo
Cnucku KOHTPOJIsS npotokony IP. Crammaptasie ACL- crnmckm mns IPv4. Pacmmpenusie
noctymna (ACL). ACL-criucku s IPv4. Tlouck u ycrpanenue Henonanok ACL-cnckos.
ACL- criucku s IPv6.

Tema 9. [TpeoOpa3oBanue ceteBbix aapecoB |Pv4. Ilpunnun paboter NAT.
[TpeoOpa3oBanue Hactpoiika NAT. [louck u ycrpanenue Henonaaok B padote NAT.

CETEBBIX a/IPECOB
IPv4.

Tema 11. Cratnyeckas mapuipyTu3anus. Peannsanus craTH4ecKord MapIpyTU3aliy.

Crarunyeckas HacTtpoiika cTaTuueckux MapuipyToB U MapLIpyTOB MO ymoiadaHuto. O630p

MapIIpyTU3ALMS. CIDR u VLSM. Hacrtpoiika CyMMapHBIX M IUIaBAIOIINX CTaTHYECKUX
MapupyToB. Ilonck u ycTpaHeHHe HENOIaJOK B HACTPOMKAX CTATHYECKOTO
MapuIpyTa ¥ MaplpyTa o yMoJ4aHHIo.

Tema 12. be3onacHocTh OKOHEUHBIX ycTpolcTB. CereBble artaku. PacrpeneneHHbIN

ITpuHIMIIBL otka3 B o0ciyxuBanuu (DDoS). Kpaxa nannbix. Bpenonocnoe I10.

o0ecrieueHus

0€30I1aCHOCTH CETH

6.4. TemaTuka 1a60paTOpHBIX paboT

JIaGopatopHble pabOTHI MO JUCHUIUIMHE MPEIHA3HAUYEHBI JIs1 3aKPETUICHUS] TEOPETUYECKIX
3HAHWH W TIPHOOpETEHHs NMPAKTUYECKUX HABBIKOB I10 PEATH3ALUHM H3YYEHHBIX METOJO0B. TeMbl
71a00paTOPHBIX PAOOT MEPEUNCIICHBI HIDKE:




1.1 bazoBas HacTpoiika KOMMyTaTopa

1.4 Hactpoiika uaTepdeiicoB MapipyTH3aTopa

1.5 IlpoBepka cBsi3u MEXy NOAKIIOUYEHHBIMU HANPSMYIO CETSIMHU

1.6 Peanuzanus HeOOIBIIONA ceTH

3.1.1 Hactpoiixa VLAN u MaructpaibHbIX KaHAJIOB

3.1.2 Ilony4arenu mMUpPOKOBENIATEILHON PACCHUIKH.

3.2 UccnenoBanue meto 0B peanusanuu cetu VLAN

3.3 Hacrpotika ceteit VLAN

3.4 Hacrpolika MarucTpajabHbIX KaHAJIOB

3.5 Hacrpoiika mpoTtokoia Dynamic Trunking Protocol (DTP)

3.6 Peanuzauust VLAN u TpankoB

4.2 Hacrpoiika mapmpytu3anuu Mexay cetssMmu VLAN ¢ ucrons3oBaHreM KOHPUTYpaIuu
router-on-a-stick

4.3 Hactpoiika KOMMYTalluu YPOBHs 3 ¥ MapHipyTu3anuu Mexxay cetsmu VLAN

4.4 Tlouck u ycTpaHeHUE HEMONA 0K B MapuipyTu3anuu mexay VLAN

4.5 YcrpaneHue Henonagok Mapuipytuzanuu mexxay VLAN

5.1 Uzyuenue pabotsl STP mis npenoTBpaieHus neTiu

7.1 IlpencraBnenue paboThl CIMCKA KOHTPOJIS AOCTyIa

7.2.1 Hactpoiika cTaHJapTHBIX CIMCKOB KOHTPOJIs AocTyna st IPv4

7.2.2 Hactpoiika ctaniapTHbIX iMeHoBaHHbIX ACL-criuckoB

7.2.3 Hactpoiika ACL-crimcka wHa nmuausax VTY

7.3 YcTpaHeHHe HenosIagoK B paboTe CTaHAApPTHBIX CIIMCKOB KOHTPOJIS focTtyna ais |Pv4

7.4 OTpaboTKa KOMILIEKCHBIX MTPAKTUYECKIX HABBIKOB

10. O630p 6a30Boi1 KOH(DUTYpaIUU MapHIpyTH3ATOPa

11. Hactpoiika CTaTH4eCKUX MapuIpyToB o ymordaauto 1Pv4 u IPvV6

12.1 Peanu3zanus 06e30mMacHOCTH 1OpTa

12.2 KoH¢uryparus 6e301acHOCTH KOMMYTaTopa

Conepxanne 1ab0paTOPHBIX PabOT M METOAMYECKHE PEKOMEHJAIMH K HMX BBITOJHEHUIO
NPUBEJCHBI B 3JIEKTPOHHOM Y4€OHO-METOANYECKOM KOMIUIEKCE JUCHMIUIMHBI M B 3JIEKTPOHHOM
peno3uTopuu yueOHbIX KypcoB JloHI'Y.

WuavBuyanbHbIe 3aJaHUs IPEYCMOTPEHBI K KaXKA0H 1abopaTopHOil paboTe.

Huxe npuBoauTCcs mpuMep HHAWBUIYATBLHOTO 33/1aHUS U3 Ta00PaTOPHBIX paboT:
Tononorus

Tabnuna agpecanuu

YcrpoiicTBo Hurepdeiic IP-agpec Macka noaceru

S1 VLAN 1 192.168.1.1 255.255.255.0




S2 VLAN 1 192.168.1.2 255.255.255.0
PC-A NIC 192.168.1.10 255.255.255.0
PC-B NIC 192.168.1.11 255.255.255.0

Henn

e Hacrpoiika Tononoruu cetu

e Hacrportika y3nos [IK

e Hactpoiika 1 mpoBepKka OCHOBHBIX [TapaMETPOB KOMMYTATOpa
OO0mue cBeACHUS U CIIeHApHI

B sT0i 1aboparopHoii paboTe BaM MPEIACTOUT MOCTPOUTH MPOCTYIO CETh € IBYMsI y3JaMU U
JBYMsI KOMMYTaTOpamMu. BbI Takke JOJKHBI HACTPOUTh OCHOBHBIC [TAPAMETPhI, BKITIOYAst HMST
y371a, JIOKaJIbHBIC TapoNn 1 OaHHep BXozaa B cucteMy. C moMoIibio KoManael SNOW oTodpasute
TeKylIyto KoHpurypauuto, Bepcuro [0S u cocrosane natepdeiica. C moMoIb0 KoMaH1bl COPY
COXpaHUTE KOH(PHUTYpaIH yCTPOHCTB.

B st0i1 nabopaTopHoii paboTe BaM HyHO IIPUMEHUTH K KoMmIibtotepaM [P-anpecanuio u
o0ecneuynTh COeIMHEHNE MEXKY STUMH JIByMs ycTporicTBaMu. JlJisi POBEPKHU MOJIKIIOUEHUS
UCIIOJIB3YHTe KOMaHIy Ping.

WNHucTpykumn

Hacmpouka mononozuu cemu
B sTOM miare Bam He0OXOAMMO COETMHUTD YCTPOHCTBAMHU KaOEIsIMH B COOTBETCTBUU C
TOIIOJIOTUEN CETH.
a. Bxmrouunte ycrpoiicTsa.
b. Coenuuure aBa KOMMyTaTOPA.
C. IloaxmrounTe KOMIBIOTEPHI K COOTBETCTBYIOIIUM KOMMYTAaTOPAM.
d. OcmorpuTe ceTeBbIe MOKIIOUCHUS.
Hacmpoiika y3noe IIK
a. Hacrtpoiite nuadopmaruto cratuaeckoro IP-anpeca na I1K B coorBercTBuM ¢ Tabnuuei
azpecanum.
b. TIposepbre HacTpoiiku [1K 1 moxkrOYeHUs.
Hacmpouka u nposepka 0cHo6HbIX Rapamempos KOMmMymamopa
a. IlogkmounTech K KOMMYTaTOpY Yepe3 KOHCoJb. BoiinuTte B pexum riodanbHOR
KOH(UTypaluH.
HacTtpoiite nms ycTpoiicTBa B COOTBETCTBUU C TaOIHIIEH apecauu.
3anpeTuTte HexenaTeIbHbId Mouck B DNS.

134

d. Bseawute nokanbHbIe maposu. s nepexona B moiab3oBatenbekuid pexkum EXEC
UCTIONIB3YHTE Mapoiib CiSCO, a JIsl mepexoia B MpUBHIIETHpOBaHHbIH pexum EXEC —
napoJb Cclass.

e. Hacrtpoiite u Biitounte SVI B cOOTBETCTBUM ¢ TaOIMIIEH afipecaiiy.

f. Beeaure morua MOTD 6anHep, 4T00BI PEIyNPEIUTh O HECAHKIIMOHUPOBAHHOM JIOCTYTIC.

g. CoxpaHute KOHPUTYPALHIO.

h. Otob6pa3sute TeKyIyr0 KOHPUTYPAIHIO.

i. Orobpasute Bepcuto I0S u apyryro nHOPMAIHIO O KOMMYTATOPE.

J.  OroOpasute cocTOsSHIE MOAKIIOYEHHBIX HHTEP(EHCOB KOMMYTATOPA.

k. Hacrpoiite kommyTaTop S2.
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|. 3anumuTe cOCTOSIHME YKa3aHHBIX HIDKE HHTEP(EHCOB.

HuTepdeiic S1 Status S1 Protocol S2 Status S2 Protocol

FO/1
F0/6
FO/18
VLAN 1

a. CIIK, 3amycture 3xo0-3anpocsl 10 S1 u S2. [IpoBepka cBA3M 10J1KHA ObITh YCIEIIHOM.

b. Ot kommyTaropa 3amyctute 3x0-3amnpoc 10 PC-A u PC-B. TIpoBepka cBsi3u 10/KHA OBITH
YCIEUIHOM.

Bonpoc nis noBTopeHus
[Touemy omgam moptsl FastEthernet KoOMMyTaTOpPOB BKITIOYEHBI, & IPYTHE BHIKIIFOUCHBI?

YTo MOXKET MOMeNIaTh YCTAaHOBUTH CBA3b MCKAY KOMIIBIOTEpAMU € ITOMOIIBIO KOMAaH/IbI plng‘?

TpeboBanust kK 0pOPMIICHHIO OTYETA IO TaOOpaTOPHOH padoTe:

Otuer odopmisitor Ha Jucrax Oenmoir Oymarm ¢opmara A4 ¢ OIHOW CTOPOHBI
KOMITBIOTEPHBIM CIIOCOOOM € TTOMOIIBIO TEKCTOBOTO penakTopa Microsoft Word. Pa3smeps! mosneii:
JeBoe — 25 MM, IpaBoe — 15 MM, BepXHee 1 HUKHEE — 2 MM.

TexcTt oTuera meuataercs mpudrom Times New Roman pasmepom 14 pt ¢ momyTopHbIM
MEXIyCTPOUHBIM MHTEpPBaJIOM M ab3anHbiM oTcTynoMm 1,27 cMm. M3o6paxkenue mpudra oObvHOE,
BbIPaBHHUBAHUE IO IIUPUHE CTPOKHU.

Otuer o nabopaTopHoii paboTe BKIIIOYAET B ceOsl:

1. damunus, Ums, OtdectBo (manpumep, «MBanoB MBan NBanoBUY»).

2. Haspanue rpynmnsl (Hanpumep, «['pyrma 3 UBT-1»).

3. Homep nabopatopHoii paboTsl (Hanpumep, «JlaGopartopras pabota Nely).

4. Tema naGoparopHoii pabotsl (Harnpumep, «Tema: «IIpocmotp Tabmuusl MAC-anpecos
KOMMYTaTopay).

5. lenn mabopaTtopHOi paboThL.

6. KoHTpoJIbHBIE BOIIPOCH M OTBETHI HA HUX.

/. BapuaHT MHIMBHIYaJIBLHOTO 3a1aHus (Hapumep, «Bapuant Ne3y).
8. 3ayanue BapuanTa K 1a6OpaTOPHOI padore.

9. Kox nmporpaMmeI Uisl pelleHHs] HHAMBUIYalIbHOTO 3a1aHHs PabOTHI.

10. CxpuHIIOTHI pe3yabTaToB paboThl MPOTPAMMEL.

7. OLHEHOYHBIE MATEPHAJIbI (CPEACTBA) JIJIA TEKYIIEI'O KOHTPOJIAA
YCIIEBAEMOCTH, TIPOMEXYTOYHOU ATTECTALIMA

7.1. KoHTpOIBbHBIE BOIPOCHI
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1. Korma nHa HwkHHX ypoBHIX Moaenu OS] HCHOIB3YIOTCS TPOTOKOJBI 0€3 YCTaHOBIICHUS
COCMHEHHS, YTO OOBIYHO WCIOJIB3YeTCsS, YTOOBl O0ECIeUMBaTh IMOATBEPKIACHHUE YCIEUITHOTO
MOJIy4EHHUS JaHHBIX U 3allpallliBaTh MOBTOPHYIO OTHPABKY YTEPSHHBIX JAHHBIX?

2. Kaxoe nosie 3aronoska IPv4 oTBedaer 3a onpenenenrne npuopurera nakeTos?

3. [Touemy mexanu3m NAT (mpeoOpa3oBaHue CETEBBIX aJIpECOB) HE HyX eH B [Pv6?

4. Kakoit ypoBeHb MOJICIIM B3aUMOJICUCTBHUS OTKPBITHIX cucteM (OSI) oTBevaeT 3a BEIOOp MeTOa
WHKAICYJIAINHA, KOTOPBIA UCIIOJIB3YETCS B Cpeliax Mepeiauu JaHHBIX ONPEeeICHHOro TUIa?

5. Kakum o6pazom B kabemsix UTP ycunuaercs 3pdext B3anMHON KOMITEHCAIIMK MAarHUTHOT'O
noJia?

6. B uém 3akiroyaercs 01HO U3 IPEUMYIIIECTB UCIIOJIB30BaHUs ONITOBOJIOKOHHBIX Kabeseil BMecTo
MEIHBIX?

7. YTo sIBNISIeTCS OCHOBHOM XapaKTePUCTUKON KaHAILHOTO YPOBHSI?

8. Kak y3en-nonyyarens onpeaesnseT Hayauo U KOHEll KaJipa 110 Mepe Nepejaun JaHHbIX 110 Cpele
B [IOTOKE €IUHUII U HYyJIeH?

9. KakoBo naznauenue nosst FCS B kamgpe?

10. Ckosbko OUTOB comepkuTcs B aapece [Pv4?

11. Ha Bce y37b! yan€HHol ceTu oTnpasisieTcst cooduienue. Kakoro tuna 3to cooOuieHue?

12. Kakoii MeToJ] CeTeBOM MUTpallud UHKanyciupyeT naketsl [IPv6 BuyTpu nakeros IPv4 nis nx
TPAHCIOPTHPOBKH I10 CETEBBIM HH(ppacTpykTypam [Pv4?

Kaxxnas riaBa kypca 3aBepiiaercs ciaueii 5k3aMeHa B MHTEpaKTUBHOM cucTeMe.

O11eHKH 3aHOCSITCS B AJICKTPOHHYIO 3a4ETHYIO KHKKY CTY/ICHTA.

7.2. TecToBBIE BOMPOCHI DJIEKTPOHHOTO BapraHTa (TIpuMep)

Komnanus umeer ceteBoit agpec 192.168.1.64 ¢ mackoit moaceru 255.255.255.192.
Kommanus xo4eT co3aarh J1B€ MOACETH, KOTOPBIE JOJKHBI coaepxarb 10 u 18 y3mnoB
COOTBETCTBEHHO. Kakue JBe ceTu HY>KHO JJIsl 3TOT0 MCNoiab30BaTh? (Bribepute na
BapHaHTa OTBETA.)

1) 192.168.1.16/28

2) 192.168.1.64/27

3) 192.168.1.128/27

4) 192.168.1.96/28

5) 192.168.1.192/28

7.3. Obpa3zer| coepkaHus SK3aMEHAI[MOHHOTO OujeTa

®I'BOY BO «/loHenkunii rocy 1apCTBEHHbIN YHUBEPCUTET»

O6pa3oBarenbHO-KBaTU(UKAIIMOHHBIA YPOBEHb OakasiaBp
Hampasnenue noarorosku _09.03.01 «MHpopMaTHKa ¥ BRIYUCIUTENbHAS TEXHUKA
YyeOHasa qUCIHUILUIMHA Certu u Tenekommynukan ~ Cemectp _6

SK3AMEHAILIMOHHBIM BUJIET Ne 1

Heo6xoammMo BBIMOJHUTE HACTPOWKY yCTPOMCTB B Hebombimon cetn (puc.l). Heooxommumo
HAacCTpOUTh Mapupyrusarop, kommytarop u IIK nns mognmepkku nonkmrouenuit no IPv4. Ha
MapuIpyTH3aTope HEO0OXOJAMMO HACTPOUTh IMapaMeTphl Oe3omacHocTH, B TOM uyucie SSH.
Heo6xoanmo nporecTupoBath ceTh 1 0pOopMHUTH €€ mpu oMoy oomux komana CLI u coxpanuts
KOH(UTypaluio MappyTu3aTopa.
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Moncets A

Moncets B

Puc.1 — Tonomorus cetn

OneHKa BBITIOJTHEHHUSI 32/ IaHHUS.

UYacts 1. Pa3zpabotka cTpykTypsl aapecos [Pv4 (15 6amios)

Yacte 2. Ununmanuzanus u nepesarpyska ycrpoiicts (15 6aminos)

UYacts 3. Hacrpoiika ycrpoiicts ¢ IPv4 u mapameTpoB 6e3omacHocta (30 6amioB)

Yactp 4. TecTupoBaHue 1 MPOBEpKa CKBO3HOTO NoakmrodeHus [Pv4 (20 6amoB)

Yacts 5. Ucnionp3osarne 10S CLI mist coopa mapopMaruu o0 yerporictax (15 6aios)
Yacte 6. Coxpanenue konpurypauuu R1 (5 6amnos)

8. PACIIPEJIEJIEHUE BAJUUIOB, KOTOPBIE ITIOJIVHAIOT OBYUAIOILIUECH

OO0mrast orieHKa 3HaHUH 00yJaIOUIMXCS 0 JUCHUTUTHHE TpoBoauTces 1o 100-0amipHoi mKane
UCXOJ1 M3 MakCUMyMa, NpHUBEIEeHHOro B Tabiuue Hmwke. OpraHumzanmoHHO-ydyeOHas paboTa B
AYyJJUTOPHHU OLICHUBACTCA HA OCHOBC TAKUX KPUTCPUCB KaK IMOCCIIAEMOCTD 3aH$ITI/II71, CBOCBPCMECHHOC
Y KQUeCTBEHHOE BBHIMIOJIHEHUE JIOMAIIHUX 3a/1aHUH, aKTUBHOCTh BO BPEMs IPOBE/ICHUS JIEKLIMOHHBIX
U MIPaKTHYECKUX 3aHITUH (ydacTHe B 00CYKJIEHUHU TEKYIIEro U MPOIEHHOro Marepuaia, perieHmue

3a/1a4 U T.I1.).

CooTBeTCTBHE OAITOB OIIEHKE

KoIM1ecTEO GaILIOR OreHka 110 ISTHOAJUIEHOM IIKaJIe
s 100 ECTS | Dxzamen, nudpdepeHunpoBaHHbII 3auer
3a4eT

90-100 A OTJINYHO 3a4TEHO
80-89 B XOpOILIO 3a4TEHO
75-79 C 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBIETBOPUTEIHHO SATTeHO
35-59 FX HE 3aU4TEHO
0-34 = HEYJIOBIETBOPUTEIHHO He 3a9TOHO

9. MATEPUAJIBHO-TEXHMYECKOE OBECITEHEHUE YYEBHOI'O ITPOLIECCA

Y4yeOubie 3aHsATHs mpoBoasATcs B 4-m (mp. Tearpanbnbiii, 13) ydeOHOM KopITyce

YHUBEPCUTETA.

Jlns mpoBeieHUs JIEKIIMOHHBIX 3aHATHH TpeOyercss ayauropus, o0OpyJOBaHHas MEJIOBOH
WIA MapKepHOW IOCKOHM, MyIbTUMEIUHHBIN MPOEKTOp W HIKpaH, HOYTOYK, KOMIUIEKT y4eOHOM
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MeOenu Ui CTYACHTOB, padouee MECTO MpEenojaBaTels, BbIXOJ] B VHTEpHET MpPOBOIHOW WU C
ucnosn3oBanuem Wi-Fi.

JlaGoparopHble 3aHATHS MPOBOJATCA B KOMIIBIOTEPHOM KJlacce, 0OOpYIO0BaHHOM
KOMIIBIOTEPAMH C JIMIIEH3WOHHBIM MPOTPAMMHBIM 00O€CIeYeHHeM, JOCTYNOM K cetu VHTepHer,
CTOJIAMH U JTOCKOM.

Jis  camocTosTeNnbHON paboThl MCHOJIB3YIOTCS TEKCTOBBIE U JJIEKTPOHHBIE PECYPCHI
Hay4noli OWMONMMOTEKHM YHHBEpPCHUTETa M JAPYTHX JJICKTPOHHBIX OMOJMOTEYHBIX O0a3 JaHHBIX,
MaTepHalbHO-TEXHHUECKass 0a3za y4eOHbIX saboparopuii «IIporpamMuoro oGecredeHus oO0IIEro
HazHaueHUs» (ayn. 409), «CrnenuanbHOro MPOrpaMMHOTO o0ecTiedeHHus» Kadeapbl KOMIBIOTEPHBIX
TEXHOJIOTHl.

B nporuecce 00yueHus CTyJeHTHl UMEIOT BO3MOXKHOCTh HCIIOJIb30BaTh Y4eOHbIEe MaTepuabl
no jgucrumrnae «CeTH M TeIeKOMMYHHKAIMKW», pasMmelneHHble Ha ruiatdpopme Moodle Ilentpa
muctannonHoro oopazosanus @I'BOY BO «loul Y.

J11s BEIIOTTHEHUS JTaOOPaTOPHBIX pabOT UCHOJIB3YETCS CETEBOE 000PYI0BaHHE:

- kommyTtaTopsl Cisco Catalist 2950 4mr;
- mapuipytusaropsr Cisco 1841 u Cisco 861.

C wucnonmp30BaHMEM PECYpcoB  IUIAT(GOPMBI  JUCTAHIIMOHHOTO OOpa3oBaHUS  TaKXKe
OCYIIECTBIISICTCS. TEKYIIMIl KOHTPOJb 3HAHUW CTYJEHTOB Ha OCHOBE TECTHPOBAHUS U MPOBEPKHU
PE3yJIbTaTOB CAMOCTOATEIHHOM PabOThI U BBINOIHEHUS J1a00paTOPHBIX PadoT.

10. PEKOMEHAYEMAS JIUTEPATYPA

10.1. OcHoBHas nuTepaTypa
1. Onudep B. I'., Onudep H. A. OcHoBbl komMnbroTepHbIX ceTeil. — CI10.: [Tutep, 2009. — 352 c.
2. Omudep, Bukrop I'puropseBny. KomnbrotepHsie cetH : [IpHHIUTIBI, TEXHOJIOTHUH, TPOTOKOJHI :
VYu4eb. mocoOue A CTYyIEHTOB BY30B 10 HampanieHuto "MHdpopmaTuka M BBIYHCI. TEXHUKA" 1O
crerl. "Bpramci. MammHbl, KOMIUIEKCHI, cucTeMbl u cetu” u ap. / B. I'. Omudep, H. A. Omudep. - 2-
e u3a. - CII6. u ap. : ITutep, 2004. - 863 c.
3. Microsoft Corporation. Komnstorepusie cetn. Ceptuduxanus Network+. Yuebnsriii kypc/Ilep. c
anri. — ML: U3garenscko-ToproBerii oM «Pycckas Pemakiusy, 2002. — 704 c.
4. Abpamos B.A., Kinumenko CHO. ba3oBble TeXHOIOTHN KOMITBIOTEPHBIX ceTell: yueOHoe nmocodue.
- K.:Kues, yu-T um. b. I'panuenko, 2011. - 291 c.

10.2. JlonomHUTEIbHAS JTATEPATypa

1. Microsoft Corporation. Microsoft TCP/IP. Yue0nsrii kypc: OdpunnansHoe mocobue Microsoft
JUTSL CAMOCTOSITENTbHOU ToAroToBKH: [lep. ¢ anrn. — 2-e u3., ucnp. — M.: M31arenbcko-ToproBorit
nom «Pycckas Penakuusi», 1999. — 344 c.

2. Omudep, Bukrop I'puropreBuu. Kommbsrorepasie cetn : [IpUHIHITBI, TEXHOIOTHH, TIPOTOKOIIBI
: Y4eb. mocobue j1si CTyIEeHTOB BY30B 10 HamnpasieHuto "MHpopmaTuka U BBIYHCI. TEXHUKA" 110
cren. "Beranct. MammHbI, KOMIUIEKCHI, cucteMbl u cetu” u ap. / B. I'. Omudep, H. A. Omuadep. - 2-
e u3z. - CII6. u np. : Iutep, 2004. - 863 c.

3. Omugep B. I'. Cerenle onepanmonnbie cuctemsl/ B. I'. Omudep, H. A. Omudep.
— CII6.: TTutep, 2009. — 669 c.

11. THOOPMAIIMOHHBIE PECYPChI
1. HamuonanpHast osnekTpoHHas OuOmmoreka (HOB):  denepanbHas rocymapcTBeHHas

uHpopmanronHas cucremMa / MunucrepctBo KynbTypsr P®; Poccuiickas rocyaapcTBeHHas
oubnmmoreka. — Mocksa, 2019- . — URL.: https://rusneb.ru/ (mata o6paruenus: 01.09.2025). — Pesxxum
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JIOCTyTa: CBOOOIHBIN, moanucka. Heobxoauma ycTaHoBKa MporpaMMHoro obecrieuyeHus. — TeKcr:

JJIEKTPOHHBIN.
2. eLIBRARY.RU: nayunas osnekTpoHHas OuOmmoreka: caiit. — MockBa, 2000- . — URL:
https://elibrary.ru (nara oOpamenus: 01.09.2025). — Pexum gocTyma: i aBTOPU30B.

M0JIb30BaTeNeil. —TeKCT: 3JEKTPOHHBIMN.

3. Hayunas snekrponHas oubnuorexa «KubepJlennnkay: caiit / Accormarus «OTKpBITas HaAyKay.
— Mocksa, 2014- . — URL: https://cyberleninka.ru/. — Pexxum noctyma: cBoOomubiii. — Tekcr:
3JIEKTPOHHBIMN.

4. Penozurtopuii kypcoB ®I'bOY BO «JloHI'Y». Kypc «Cetun u tenexkommyHukauuu. Beenenue B
cereBbic Texunosoruuw» —URL: http://dl.donnu.ru/course/view.php?id=133(nara oOparieHus:
01.09.2025). — Pexum goctyma: CBOOOIHBIN. — TeKCT: 3JCKTPOHHBIIA.

5. Penozuropuii kypcoB ®I'bBOY BO «JlonI'Y». Kypc «Cetn n tenexkommyHukauuu. Kommyranus
u  mapmpytmsamusy  —URL:  http://dl.donnu.ru/course/view.php?id=133(nara  oGpareHus:
01.09.2025). — Pesxum moctyma: cBOOOIHBIN. — TeKCT: 37€KTPOHHBIH.

6. ELTEX. CeteBbie pemenus. — URL: https://eltex-co.ru/catalog/ (mata obpamienus 10.09.2025) —
Pexum nocryna: cBoO0aAHbIN. — TeKCT: 37E€KTPOHHBIN.

7. DOnextpoHHblid karamor Hayunoit 6uOimmoteku Jlonl'Y: pazmen caiira / Hb {onl'Y. — Tekcr:
anextponnsii / DBC oul'V: caiit. — URL: http://library.donnu.ru/catalog/ (nara oGpareHwus:
01.09.2025). — Pexum [gocTyma: TOHCK CBOOOIHBIH, 9JEKTPOHHBIC JTOKYMEHTBI — JUIs
noJjibzoBarenen Jonl'y.

8. Onextponnsiii apxuB Joul'Y: pasmen caiita / Hb Houl'Y. — Tekct: snextponusii // 3bC
Joul'Y: caiir. — URL: http://repo.donnu.ru/ (mata ob6pamenus: 01.09.2025). — Pexxum mocryma:
CBOOO/THBIH.

12. IPOTPAMMHOE OBECIIEYEHUE
1. Windows 7 PRO (kopriopatuBHrast iunensust JJon'Y Ne 46484614)
2. Microsoft Office (kopniopatuBHhast nutensust JJoH'Y Ne 46472919)
3. Ilporpamma smyssiiuu Tepmunana PUTTY (Open source)
4. TIporpamma Wireshark asist aHann3a ceTeBbIX POTOKOJIOB C OTKPBITHIM UCXOIHBIM KOJIOM.
5. AutuBupyc Kacnepckoro, Adobe Acrobat Reader, XPDF (nunensun GPL, Apache, BSD mis
CBOOOTHOTO TIPOrPAMMHOTO 00ECTICUCHHS).


https://eltex-co.ru/catalog/
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